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Introduction

This document is intended to be used as a resource by public sector
organizations to provide them with a guide to good practices in internal
audit.  The recommended practices are based on the Institute of Internal
Audit Standards (IIA Standards) and extensive literature on internal
auditing (Appendix A).

Regardless of size, public sector organizations are encouraged to have
internal audit services to provide the board of directors (or Deputy
Ministers, where applicable) with timely information on whether the
organization’s systems and processes are working as optimally as possible.
Some organizations believe their size does not justify having internal audit
services.  While size of an organization and its complexity affect the
number of internal audit staff, a small size of operation does not justify
forgoing internal audit services.  Whether large or small, organizations
benefit from internal audit to identify and implement ways of maximizing
the economy, efficiency and effectiveness of their operations.  Smaller
organizations can however have internal auditing that is contracted out
instead of having in-house, full-time staff.

The Office of the Auditor General is committed to best practices
throughout the public sector and encourages all public sector
organizations to assess their internal audit functions.
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1.0 Modern Internal Auditing

Modern, leading edge internal audit services are characterized by “a shift
toward more proactive auditing rather than after-the-fact detective auditing.
The intention is to identify risks, trends or breakdowns before problems
occur”.1  Key strategies aimed at ensuring that internal audit services are
leading edge are as follows2:

Establish an Internal Audit Committee with some members
who are external to the organization.

Adopt and comply with professional standards.

Recruit and retain capable staff.

Establish and communicate a clear vision and strategy.

Demonstrate the value of internal audit.

Understand client/stakeholder needs.

Focus on risk.

Monitor internal controls.

Educate management on risks and controls.

Improve audit processes.

Improve the communication of results.

Continuously strive to improve quality in internal audit
services.

1  Jeffrey Ridley and Andrew Chambers. Leading Edge Internal Auditing. ICSA Publishing, 1998, pg. 15.
2  Jeffrey Ridley and Andrew Chambers. Leading Edge Internal Auditing. ICSA Publishing, 1998, pgs. xxxiii, and 10 to 17.
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2.0 The Pivotal Role of an Internal Audit
Committee3

An Internal Audit Committee plays a critical role in the overall functioning
of an internal audit group.  When fully functional, an Internal Audit
Committee establishes the importance and executive direction for an
internal audit group.  In order for an internal audit function to have a
higher profile and significance there needs to be an Internal Audit
Committee that sets the appropriate tone at the top.

Clear roles and responsibilities should be given to an Internal Audit
Committee including the following:

Approving the audit charter that will guide the activities of
an internal audit group.

Having input into and approving an internal audit group’s
strategic plan, mid-term operational plan, and annual work
program of audits.

Approving the appointment and salary of the chief audit
executive.

Making enquiries of management and the chief audit
executive to determine if there are scope or budgetary
limitations that impede an internal audit group’s ability to
function properly.

Approving the scope of an external assessment of an
internal audit group to be undertaken every 5 years
(expected by IIA Standards).

Providing a forum for discussion to identify areas worthy of
examination by an internal audit group.

3  For further information on Audit Committees see the Office of the Auditor General publication, Enhancing Audit

Committee Practices in the Public Sector.
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3.0 Key Attributes of an Internal Audit
Function

An internal audit group should demonstrate the following characteristics:

• Maintain an appropriate level of independence and
objectivity (Section 3.1).

• Have clear roles and responsibilities (Section 3.2).

• Provide audit staff with guidance that is consistent with
professional standards in planning and executing work
(Section 3.3).

• Have sufficient and appropriate resources to carry out its
work (Section 3.4).

• Have regular and timely communication on its findings and
recommendations (Section 3.5).

• Systematically conduct regular follow-ups on audit
recommendations (Section 3.6).

• Have sufficiently comprehensive processes for continuously
monitoring its effectiveness, including periodic internal and
external quality assessments of all aspects of its operation
(Section 3.7).

• Adding value through its work (Section 3.8).

These characteristics were developed based on several sources including IIA
Standards and an extensive body of literature on internal audit
(Appendix A).
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3.1 INDEPENDENCE AND OBJECTIVITY
An internal audit group should maintain an appropriate level of
independence and objectivity.  The two main ways in which it can
maintain its independence and objectivity are through:

• Reporting relationships (Section 3.1.1); and

• Avoidance of bias and conflict of interest (Section 3.1.2).

3.1.1 Reporting Relationships

Reporting to an internal audit committee enhances the perception that an
internal audit group functions independently from management.  Thus the
trend is increasingly to have a chief audit executive report functionally to
the Internal Audit Committee.

To ensure the objectivity which is necessary to the effective functioning of
an internal audit committee it should include persons who are external to
the organization.  Having external members also enhances an internal
audit committee’s ability to challenge the risk, control, governance
processes, and management assertions that have been put in place.

Another important reason for establishing an Internal Audit Committee is
that it can facilitate an internal audit group’s ability to contribute to
better governance.  An internal audit group can achieve this by working
closely with an Internal Audit Committee to address organization-wide risk
and control issues.
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3.1.2 Avoidance of Bias and Conflict of Interest

Policies and procedures should be in place to help an internal audit group
ensure against the risk of familiarity or perceived risk of familiarity by
virtue of long association.

3.2 ROLES AND RESPONSIBILITIES
An internal audit group should have clear roles and responsibilities.  Roles
and responsibilities should be communicated in:

• An audit charter (Section 3.2.1); and

• Position descriptions (Section 3.2.2).

3.2.1 Audit Charter

An audit charter is intended to provide a more comprehensive statement of
the purpose, authority, responsibilities and reporting relationship of an
internal audit group.  The audit charter should be approved by the
Internal Audit Committee.
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3.2.2 Position Descriptions

Position descriptions should identify job duties and the level of
competency at which each position is expected to carry out their duties.
As well, position descriptions should be reviewed periodically to ensure
they reflect changes in expectations and adhere to current approaches to
position descriptions.

3.3 PROFESSIONAL STANDARDS IN PLANNING AND
EXECUTING WORK

An internal audit group should provide its auditors with guidance that is
consistent with professional standards in planning and executing their
work.  This guidance should be provided on three fronts:

• A code of conduct for auditors to follow (Section 3.3.1);

• Policies/procedures (Section 3.3.2); and

• Long-term, mid-term and annual plans (Section 3.3.3).
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3.3.1 Code of Conduct

The purpose of a code of conduct is to promote an ethical culture in the
profession of internal auditing.

3.3.2 Policies and Procedures

IIA Standards expect that an internal audit group will establish policies and
procedures to guide internal audit staff in carrying out their work.
Policies and procedures should be periodically reviewed to ensure they are
up to date with changes in professional standards.
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3.3.3 Long-Term, Mid-Term and Annual Plans

Typically, internal audit groups prepare an audit plan which identifies the
audit work they will undertake.  However, there should also be plans that
establish an internal audit group’s objectives, strategies, and approaches to
running its operation.  In this regard, it is important to distinguish
between strategic planning and more detailed mid-term and operational
plans otherwise strategic thinking in an organization may not receive the
emphasis it requires.
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3.4 RESOURCING
An internal audit group should have sufficient and appropriate resources
to carry out its work.  Three key aspects of resourcing are:

• Assigning auditors to projects (Section 3.4.1);

• Tools and professional development opportunities
(Section 3.4.2); and

• Budgets (Section 3.4.3).

3.4.1 Assigning Audits to Projects

An internal audit group needs to have a process for matching an auditor’s
skills to audit assignments.

3.4.2 Tools and Professional Development Opportunities

Staff should be provided with the appropriate tools and ongoing
professional development opportunities.  A key aspect of this is for the
internal audit group to periodically undertake needs assessments and to
develop operational plans for how they will meet their needs (e.g., an
information technology plan, a professional development plan, and so
forth).
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3.4.3 Budgets

Having an appropriate level of funds to operate is vital to the ability of an
internal audit group to add value on a timely basis. Without sufficient
resources, an internal audit group is limited in the extent to which it can
identify risks before they escalate into major problems.

3.5 COMMUNICATION OF AUDIT FINDINGS AND
RECOMMENDATIONS

An internal audit group should have regular and timely communication on
its findings and recommendations.  Appropriate sharing of findings and
recommendations involves three main dimensions:

• Quality of audit reports (Section 3.5.1);

• Access to audit reports (Section 3.5.2); and

• Internal reporting on annual performance (Section 3.5.3).

3.5.1 Quality of Audit Reports

An internal audit group should communicate in writing accurate,
objective, clear, concise, constructive, complete and timely information.
They should include background information, the audit objectives, scope,
approach, observations/findings, conclusions and recommendations.

Audit reports should be given to the audited entity (auditee) on a timely
basis.
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3.5.2 Access to Audit Reports

Often audit reports offer lessons and learnings for divisions/units beyond
the one that was the subject of the audit.  For this reason, sharing audit
findings more widely is useful to an organization as a whole.  To determine
when it is appropriate to share audit reports and with whom, an audit
group should develop a policy and procedure on this matter.  The intent of
such a policy and procedure is to ensure a consistent approach is used in
regard to access to internal audit reports.  The policy on sharing of
internal audit reports should be based on the principle of accessibility
wherever possible as a way to provide opportunities for learnings to
others.

Internal audit reports should be shared with an entity’s external auditor so
that this information can be factored into their risk assessment of the
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audit they are performing for the purposes of issuing a financial statement
opinion on the entity’s annual audited financial statements.

3.5.3 Internal Reporting on Annual Performance

A chief audit executive should communicate in writing, at least annually,
to the internal audit committee and the person to whom he/she reports
functionally and administratively on the performance of the internal audit
group.  This communication should present the internal audit group’s
output and outcomes relative to its plan.  It should be aimed at raising
awareness regarding audit issues on a corporate level.

Annual reporting offers a number of benefits and uses, among them4:
• maintaining managerial accountability;

• having a basis for proactive management;

• informed decision-making (by an internal audit committee,
an internal audit group, and management); and

• a valuable communication link with different divisions
within an organization.

4  Source:  Manitoba Finance Comptroller’s Division, The Management Practices Guide, (undated), Chapter 5, pg. 55.
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3.6 FOLLOW-UP ON AUDIT REPORTS
An internal audit group should systematically conduct regular follow-ups
on its audit recommendations to management.

3.7 PERFORMANCE MEASUREMENT AND ASSESSMENTS
An internal audit group should have sufficiently comprehensive processes
for continuously measuring its effectiveness including periodic internal
and external assessments of all aspects of its operation.  Three dimensions
are needed for a sufficiently comprehensive process:

• A performance measurement system (Section 3.7.1);

• Periodic internal assessments (Section 3.7.2); and

• Independent external assessments (Section 3.7.3).

3.7.1 A Performance Measurement System

Performance measurement provides evidence-based information on
whether an internal audit group’s resources are being utilized
appropriately with sufficient regard to economy and efficiency.
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A performance measurement system could include performance measures
that relate to expected results in the categories identified in Figure 1.

FIGURE 1
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3.7.2 Periodic Internal Assessments

Annual performance measurement differs from periodic internal
assessments.  The former provides an annual picture of what has occurred
in the year relative to planned expectations.  The latter uses performance
information collected over a period of a few years in order to evaluate the
trends, examine the causes of these trends and to develop strategies to
address issues.

3.7.3 Independent External Assessments

In order to achieve optimum quality assurance and process-improvement
benefits, an internal audit group should supplement its internal
assessments with an independent external assessment.  Internal and
external assessments share many aspects in common (Figure 2).
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FIGURE 2

The scope of an external assessment as envisaged by IIA should cover the
entire spectrum of audit and consulting work performed by an internal
audit group (Figure 3).

FIGURE 3
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3.8 ADDING VALUE
An internal audit group should add value through its work.  Adding value
involves:

• Taking a proactive approach (Section 3.8.1); and

• Formally communicating results (Section 3.8.2).

3.8.1 Taking a Proactive Approach

By focusing on risk in the selection of audit projects an internal audit
group contributes to “preventative auditing rather than after-the-fact
detective auditing”.5  When an internal audit group does not focus its audit
work on high risk areas, the organization loses an opportunity to benefit
from assessments of their systems and independent assurance that those
systems, which are critical to program delivery, are operating effectively
and as intended.

3.8.2 Formally Communicating Audit Results

The formal communication should share an internal audit group’s
observations on significant risk exposures, control issues, corporate
governance issues, and other related audit matters. A formalized approach
to communications provides an opportunity for an internal audit group to
enhance its contribution in adding value.

By sharing audit criteria, explaining causes and consequences of audit
observations, readers can gain an understanding of the implications and
impacts of findings.  Audit reports can also provide supplementary
information on best practices in appendices.

5  Jeffrey Ridley and Andrew Chambers. Leading Edge Internal Auditing. ICSA Publishing, 1998, pg. 15.
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Auditor General of Alberta:  Annual Report of the Auditor General of Alberta
2004-2005, www.oag.ab.ca (2004-2005).

British Columbia Ministry of Finance:  Internal Audit & Advisory Services
(IAAS), www.fin.gov.bc.ca (Undated).

CCAF-FCVI:  Accountability and Audit – Improving Accountability, Enhancing
Public Confidence, www.ccaf-fcvi.com (October 2004).

CCAF-FCVI:  Internal Audit Forum Discusses Issues, Best Practices –
Executive Summary, www.ccaf-fcvi.com (April 19, 2005).

CCAF-FCVI:  Shared Concerns Spark Internal Audit Forum Discussion,
www.ccaf-fcvi.com (May 11, 2005).

Institute of Internal Auditors:  Audit Committee Briefing…Internal Audit
Standards: Why They Matter, www.theiia.org (2005).

Institute of Internal Auditors:  Progress Through Sharing, www.theiia.org
(Undated).

Institute of Internal Auditors:  Standards for the Professional Practice of
Internal Auditing, (1995).

Institute of Internal Auditors:  20 Questions Directors Should Ask About
Internal Audit, www.theiia.org (2004).

Manitoba Civil Service Commission:  Orientation Manual – Comptroller’s
Division, www.gov.mb.ca (Undated).

Newfoundland Auditor General:  Report of the Auditor General (1990).

Nunavut Department of Finance - Internal Audit Services:  Audit Charter,
www.gov.nu.ca (Undated).

Office of the Auditor General of British Columbia:  Internal Audit in Health
Authorities: A Status Report, www.oag.bc.ca (2004/2005 Annual Report).

Office of the Auditor General of Canada:  Internal Audit in Departments and
Agencies, www.oag-bvg.gc.ca (November 2004).

Office of the Chief Internal Auditor of Alberta:  Internal Audit Charter,
www.gov.ab.ca (Undated).

Office of the Chief Internal Auditor of Alberta:  Office of the Chief Internal
Auditor, www.gov.ab.ca (February 3, 2005).

Appendix ASOURCES OF INFORMATION
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Office of the Comptroller General of British Columbia:  Core Policy and
Procedures Manual – Internal Audit, www.fin.gov.bc.ca (Undated).

Ontario Internal Audit (OIA):  Internal Audit Division,
www.oia.fin.gov.on.ca (Undated).

Ontario Internal Audit Division, Management Board Secretariat:  Handbook
– For Interaction with the Office of the Provincial Auditor (November 2003).

Ontario Internal Audit:  Risk Management Workbook (October 2005).

Ontario Internal Audit Division:  Standard Protocol Between Internal Audit
Division and Client Ministries Relating to the Office of the Provincial Auditor
(January 2004).

Ontario Internal Audit:  Survey of Internal Audit Organizations in Provinces
and Territories in Canada (2004).

Ridley, J. and Chambers, A.:  Leading Edge Internal Auditing, ICSA
Publishing (1998).

Thornton, G:  Catalyst – Internal Audit: the new model,
www.GrantThornton.ca/mgt_papers (Undated).

Treasury Board of Canada Secretariat:  Assessment of Internal Audit in the
Federal Government, www.tbs-sct.gc.ca (Undated).

Treasury Board of Canada Secretariat:  A Guide to Planning, Conducting,
and Reporting on Internal Auditing Assurance Engagements in the Federal
Government of Canada, www.tbs-sct.gc.ca (April 2004).

Treasury Board of Canada Secretariat:  Policy on Internal Audit,
www.tbs-sct.gc.ca (Effective April 1, 2006, otherwise it is Undated).

Treasury Board of Canada Secretariat:  TBS Organization – Office of the
Comptroller General and Internal Audit, www.tbs-sct.gc.ca (Undated).

United Kingdom National Audit Office:  Co-operation Between Internal and
External Auditors – A Good Practice Guide, www.nao.gov.uk (Undated).

Vérificateur Général du Quebec:  Highlights of the Annual Report of 2004-
2005 (2004-2005).

Yukon Finance:  Financial Administration Manual – Chapter 11 Role of
Internal And External Audits, www.gov.yk.ca (April 2005).
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